


			 

	State of Illinois
Department of Central Management Services
Network Service Request
BCCS/Network Services
120 West Jefferson Street, Springfield, IL 62702
FAX 217-557-6762
Attn: CMS LAN Services

	Date: Tuesday, August 17, 2010

	Part I -Requestor Information

	Requestor Name:
	Email:

	Address:
	Phone:

	City/State:
	Zip Code:

	

	Contact Name:
	Email:

	

	Part II – Change Control

	Change Request Number:
	User Tracking Number:

	

	Part III – Description / Justification

	Description:  



	Justification:  



	

	Part IV-Server Description/Requirements

	Server Name
	Location
	Functional Description
	# of Switch Ports

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	




	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	





	Part V – Security Requirements

	Description of Requirements:  









	

	Source
	Destination
	Port # or Description
	TCP
	UDP
	Internet
	Intranet

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	





	Part VI – Network Technician Response

	Description of Response: 









	

	Server Name
	Internal IP Address
	External IP Address
	Port 1
	Port 2

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	






Network Services
Network Services Requests Form 
Procedures

This document describes the procedures that need to be followed when submitting a Network Service Request (NSR).     A NSR is used when new IP addresses, switch ports, or firewall updates are needed.

Overview
1. The Requestor fills out the NSR. See detailed instructions below.
2. The Requestor creates a Remedy Change Ticket.
a. Summary = AGY Network Service Request
b. Description = Network Service Request for ‘fill in the blank’
c. Group = LAN Svcs Data Center.
3. The Requestor Attaches the NSR to the Remedy Change Ticket
4. The LAN Services manager will assign the change to a network technician.
5. The network technician performs the following.
a. Reviews the NSR for accuracy.
b. Assigns IP addresses, switch ports and updates master IP address spreadsheets.
c. Completes part VI of the NSR.
d. Files the updated NSR on the Network shared drive.
e. Attaches the updated NSR to the Remedy Change Ticket.
6. The Requestor reviews the NSR for accuracy and updates the change ticket.
7. The network technician performs the switch or firewall work required.
8. The network technician arranges for cabling and marks the Change as resolved.


IP Service Request 

1. Part I - Requestor Information
1. Name, Email, Address, and Phone number of Requestor
i. The requestor must be at manager level.
			Example: Midrange Manager, Hardware Manager, Operations Manager
2. Name and Email of Contact
i. The technician responsible for network configuration on the server.

2. Part II	- Change Control
1. Remedy Change Request Number
i. LAN Services staff will enter the Remedy Change Request number.
2. User Change Request Number - Optional

3. Part III- Description/Justification
The description should be as detailed as possible and include items such as; the project associated with the request, the service to be provided, and any additional information that will help the LAN Services assign the appropriate IP addresses and switch ports or verify the Security Requirements are appropriate.

1. Example1: As part of the CMS Payroll project, 6 new production servers need IP address and switch ports assigned.  Two servers will function as Web Servers.  Two Servers will function as Application servers.  Two servers will function as database servers.
2. Example2: As part of the AGY Email project, 2 new QA/UAT servers need IP addresses and switch ports assigned.  These two servers will be used as FTP servers.
3. Example3: Firewall updates are required to permit Internet access to two new web servers, access from the web servers to the application servers, and access from the application servers to the database servers.



4. Part IV - Server Description/Requirements
This section is required only for new servers that require new IP address assignments and/or servers that need switch port assignments and cabling.

1. Server Name – This will be used as the description on the switch port and should reflect the host or DNS name.
Example: IL084MYSRV1, AGY084MYSRV2
2. Location – The building, floor, room, area, and cabinet or ‘Virtual Server’
Example: CCF,3,LAN,CAB 20, - CCF,3,DOT,CAB 5, - IL084VMSRV1
3. Functional Description – A brief description of the server’s function.
Example: Web Server. Database Server, DNS Server, Domain Controller
4. Number of switch ports. – The total number of switch ports for each IP address.
i. If a server needs more than one IP address, use a separate row.
ii. If the server is running as a Virtual Server, leave blank.

5. Part V	- Security Requirements
This section is required when new or existing servers need firewall updates to permit access from end-users or from/to other servers.
 
1. Description of Requirements
		The description should be as detailed as possible.

i. Example1:  All servers will be in the Illinois.gov domain.  The web servers should be open to all agency private addresses.  The web servers need to communicate to the application servers on ports 80 and 443.  The application servers need to be open to the CMS payroll department only on port 1111.  The application servers need to communicate with the database servers on standard SQL ports.
ii. Example2:  All servers will be in the Illinois.gov domain.  The ftp servers need to be accessible only from the AGY private addresses.  These servers will connect to AGY email servers on all the standard Microsoft ports.
iii. Example3:  All servers will be in the Iltest.gov domain.
2. The table following the description should contain the following:
i. Source – The source can be:
a. ANY – Permit access from any IP address
b. An Agency – Permit access only from ‘Agencies’ IP addresses.
c. IP Subnet – Permit access from a range of IP addresses.
d. IP address – Permit access from a specific IP address.
ii. Destination – The destination can be:
a. ANY – Permit access from any IP address
b. An Agency – Permit access only from ‘Agencies’ IP addresses.
c. IP Subnet – Permit access from a range of IP addresses.
d. IP address – Permit access from a specific IP address.
iii. Port Number or Description 
Example: Web Services, FTP, SQL, Remedy Client, Standard Microsoft, 5555, 50000, etc
iv. TCP or UDP – Enter X for all that apply.
v. Internet – Designates the server / port needs to be Internet accessible.
vi. Intranet – Designates the server / port needs to be Intranet accessible.








6. Part VI - Network Technician Response
1. Description of Response
The description should include as much detail as possible and include items such as the netmasks and default gateways to assign to the server and any additional information that will help midrange technical staff configure the servers or the firewall updates that have been added as requested.

2. The table following the description will contain the following:
i. Server Name – This is copied from Part VI.
ii. Internal IP Address – The private IP address assigned to the server.
iii. External IP Address – The public IP address assigned to the server or N/A.
iv. Port 1 – The primary switch port that the IP address is expected to use.
v. Port 2 – The secondary switch port that the IP address is expected to use.
a. If a server needs more than one IP address use a second row. 
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