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As the use of Apple Macintosh Computers increase, they may become larger targets for cyber criminals looking to take 
advantage of a growing pool of users and exploit potential vulnerabilities in the operating system.  
 
What Can You Do?� 
By using sound cyber security practices, users and organizations can strengthen readiness and response to help defend 
against the myriad challenges, and mitigate potential impacts of incidents: 

• Make sure that you have encryption and password features enabled on your smart phones and other mobile 
devices.  Use strong passwords, ones that combine upper and lower case letters, numbers, and special 
characters, and do not share them with anyone. 

• Properly configure and patch operating systems, browsers, and other software programs. 
• Use and regularly update firewalls, anti-virus, and anti-spyware programs. 
• Be cautious about all communications; think before you click. Use common sense when communicating with users 

you DO and DO NOT know; Do not open email or related attachments from un-trusted sources. 
• Don't reveal too much information about yourself on social media websites. Depending on the information you 

reveal, you could become the target of identity or property theft.  Be wary of scams, such as fake profiles designed 
to exploit your trust. 

• Organizations considering a move to a cloud-based environment should fully research the risks and benefits of 
cloud computing before moving to that environment. It is critical that your security requirements are addressed in 
contractual agreements in advance. 

• Allow access to systems and data only by those who need it, and protect those access credentials. 
• Follow your organization's cyber security policies, and report violations and issues immediately. 

 
For More Information: 
Georgia Tech InfoSec Center 
http://www.gtisc.gatech.edu/pdf/cyberThreatReport2011.pdf  
 
McAfee List of Targets for Emerging Threats 2011  
http://newsroom.mcafee.com/article_display.cfm?article_id=3711  
 
Panda Labs Security Trends for 2011 
http://press.pandasecurity.com/usa/news/pandalabs-predicts-security-trends-for-2011/ 
 
Websense 2010 Threat Report 
http://www.websense.com/content/threat-report-2010-introduction.aspx  
 
For more monthly cyber security newsletter tips, visit: www.msisac.org/awareness/news/ 
 
The information provided in the Monthly Security Tips Newsletters is intended to increase the security awareness of an organization’s 
end users and to help them behave in a more secure manner within their work environment.  While some of the tips may relate to 
maintaining a home computer, the increased awareness is intended to help improve the organization’s overall cyber security posture. 
Organizations have permission--and in fact are encouraged--to brand and redistribute this newsletter in whole for educational, non-
commercial purposes.  
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