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• Use a secure password or PIN to access your device. If the device is used for business
purposes, you should follow the password policy issued by your organization. 

• Disable features and services that are not needed (Bluetooth, WiFi, GPS, etc). If the Bluetooth 
functionality is used, be sure to change the default password. 

• Enable storage encryption. This will help protect the data stored on your device in the event it is 
lost or stolen, assuming you have it password protected. 

• If available, consider installing anti-virus software for your mobile device. This may prevent or 
detect/quarantine malware specific to mobile devices. 

• Keep all system and application software patched and up-to-date. Many manufacturers 
frequently provide updates to address known vulnerabilities. 

• Download applications only from vendor-authorized sites. Sites offering “free games” or “ring 
tones” are sources for distributing malware. If used for work, follow your organization’s policy on 
downloading software. 

• Do not open attachments from untrusted sources.  Similar to the risk when using your desktop, 
you risk being exposed to malware when opening unexpected attachments. 

• Do not follow links to untrusted sources, especially from unsolicited email or text messages. As 
with your desktop, you risk being infected with malware.  

• If your device is lost, report it immediately to your carrier or organization. Some devices allow the 
data to be erased remotely. 

• Before disposing the device be sure to wipe all data from it. If used for work, follow your 
organization’s policy for disposing of computer equipment. 

 
Resources for more information: 
 
National Cyber Alert System - Cyber Security Tip ST06-007, Defending Cell Phones and PDAs Against Attack 
us-cert.gov/cas/tips/ST06-007.html 
 
NIST Special Publication 800-124, Guidelines on Cell Phone and PDA Security 
csrc.nist.gov/publications/nistpubs/800-124/SP800-124.pdf 
 
FTC Consumer Alert – The 411 on Disposing of Your Old Cell Phone  
ftc.gov/bcp/edu/pubs/consumer/alerts/alt044.shtm 
 
ISACA White Paper – Securing Mobile Devices 
isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/Securing-Mobile-Devices.aspx 
 
For more monthly cyber security newsletter tips, visit: www.msisac.org/awareness/news/ 
 
The information provided in the Monthly Security Tips Newsletters is intended to increase the security 
awareness of an organization’s end users and to help them behave in a more secure manner within 
their work environment.  While some of the tips may relate to maintaining a home computer, the 
increased awareness is intended to help improve the organization’s overall cyber security posture. This 
is especially critical if employees access their work network from their home computer. Organizations 
have permission and are encouraged to brand and redistribute this newsletter in whole for 
educational, non-commercial purposes.  
 




