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unscramble the data.  Users should consider encrypting sensitive information. Some new operating systems include tools 
to encrypt data while others require the installation of encryption software.   
 
Dispose of Information Properly 
It is important to properly handle data erasure and disposal of electronic media (e.g. PCs, CDs, thumb drives) in order to 
protect confidential and sensitive data from accidental disclosure. Become familiar with the proper methods of sanitizing, 
destroying, or disposing of media containing sensitive information.  
 
Before discarding your computer or portable storage devices, you need to be sure that data has been erased or "wiped." 
Below are a few tips to assist in disposing your data: 
 

• Read/writable media (including your hard drive) should be "wiped" using Department of Defense (DOD) compliant 
software.  Software that meets DOD compliance standards can be downloaded from the Internet at no cost. 

• Shred CDs and DVDs. This type of media should be physically destroyed. 
• Media that does not have a need to be re-used or contains sensitive or private data that cannot be "wiped" should 

be physically destroyed.  
 
Resources For More Information: 
 
US-CERT Tips for Safeguarding Your Data  
http://www.us-cert.gov/cas/tips/ST06-008.html  
 
MS-ISAC Guidelines for Backing Up Information 
http://www.msisac.org/awareness/  
 
MS-ISAC Newsletter – Backing Up Your Files 
http://www.msisac.org/awareness/news/2010-02.cfm  
 
MS-ISAC Newsletter – Using Encryption to Protect Data 
http://www.msisac.org/awareness/news/2008-05.cfm 
 
MS-ISAC Tip – Surf Safe On The Internet 
http://www.msisac.org/daily-tips/Surf-Safe-on-the-Internet.cfm   
  
MS-ISAC Newsletter – Erasing Information and Disposal of Media 
http://www.msisac.org/awareness/news/2006-08.cfm  
 
 
 
For more monthly cyber security newsletter tips, visit: www.msisac.org/awareness/news/ 
 
 
The information provided in the Monthly Security Tips Newsletters is intended to increase the security awareness of an 
organization’s end users and to help them behave in a more secure manner within their work environment.  While some of 
the tips may relate to maintaining a home computer, the increased awareness is intended to help improve the 
organization’s overall cyber security posture. Organizations have permission and are encouraged to brand and 
redistribute this newsletter in whole for educational, non-commercial purposes.  
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