
 State Of Illinois Web 

Filtering Matrix

 State websites and Global allow list are 

open by Default.  (Default Policy) 
Standard with Social media \ some 

Custom Categories W\ Justification

         Categories  No-Internet STANDARD STANDARD-PLUS

Global Block List Block Block Block

Global Allow List OK OK OK

Business / Services 
Business Block OK OK

Finance / Banking Block OK OK

Job Search Block OK OK

Stock Trading Block OK OK

Drugs 
Alcohol Block OK OK

Drugs Block OK OK

Tobacco Block OK OK

Entertainment / Culture 
Art / Culture / Heritage Block OK OK

Entertainment Block OK OK

Humor / Comics Block OK OK

Internet Radio / TV Block Block \ Custom OK

Media Downloads Block OK OK

Media Sharing Block OK OK

Recreation / Hobbies Block OK OK

Streaming Media Block OK OK

Games / Gambling 
Gambling Block Block \ Custom Block \ Custom 

Gambling Related Block Block \ Custom Block \ Custom 

Games Block Block \ Custom Block \ Custom 

Information / Communication 
Blogs / Wiki Block OK OK

Chat Block OK OK

Digital Postcards Block OK OK

Forum / Bulletin Boards Block OK OK

General News Block OK OK

Instant Messaging Block OK OK

Messaging Block OK OK

Mobile Phone Block OK OK

Moderated Block OK OK

Portal Sites Block OK OK

Professional Networking Block OK OK

Public Information Block OK OK

Search Engines Block OK OK

Technical / Business Forums Block OK OK

Text / Spoken Only Block OK OK

Visual Search Engines Block OK OK

Web Mail Block OK OK

Web Meetings Block OK OK

Web Phone Block OK OK

Information Technology 
Content Server Block OK OK



Information Security Block OK OK

Interactive Web Apps Block OK OK

Internet Services Block OK OK

Personal Network Storage Block Block OK

Remote Access Block OK OK

Resource Sharing Block Block OK

Shareware / Freeware Block Block OK

Software / Hardware Block OK OK

Tech Information Block OK OK

Text Translators Block OK OK

Web Ads Block OK OK

Lifestyle
Controversial Opinions Block OK OK

Dating / Personals Block Block Block

Personal Pages Block OK OK

Restaurants Block OK OK

Social Networking Block Block OK

Sports Block OK OK

Travel Block OK OK

Mature / Violent 
Extreme Block Block \ Custom OK

Game / Cartoon Violence Block OK OK

Gruesome Content Block Block \ Custom OK

Profanity Block Block \ Custom OK

Violence Block Block \ Custom OK

Weapons Block Block \ Custom OK

Pornography / Nudity 
Incidental Nudity Block Block \ Custom OK

Nudity Block Block \ Custom Block \ Custom 

Pornography Block Block Block

Provocative Attire Block Block \ Custom Block \ Custom 

Sexual Materials Block Block \ Custom Block \ Custom 

Purchasing
Auctions / Classifieds Block OK OK

Fashion / Beauty Block OK OK

Marketing / Merchandising Block OK OK

Motor Vehicles Block OK OK

Online Shopping Block OK OK

Pharmacy Block OK OK

Real Estate Block OK OK

Risk / Fraud / Crime 
Anonymizers Block Block Block

Anonymizing Utilities Block Block Block

Browser Exploits Block Block Block

Consumer Protection Block Block Block

Discrimination Block Block Block

Historical Revisionism Block Block Block

Illegal UK Block Block Block

Malicious Downloads Block Block Block

Malicious Sites Block Block Block



P2P / File Sharing Block Block Block

Parked Domain Block Block Block

Phishing Block Block Block

Potential Criminal Activities Block Block Block

Potential Hacking / Computer Crime Block Block Block

Potential Illegal Software Block Block Block

PUPs Block Block Block

Residential IP Addresses Block OK OK

School Cheating Info Block Block \ Custom Block \ Custom 

Spam URLs Block Block Block

Spyware / Adware / Keyloggers Block Block Block

Society / Education / Religion 
Education / Reference Block OK OK

For Kids Block OK OK

Government / Military Block OK OK

Health Block OK OK

Major Global Religions Block OK OK

Non-Profit / Advocacy / NGO Block OK OK

Politics / Opinion Block OK OK

Religion / Ideology Block OK OK


