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POLICY OVERVIEW 

The Department of Innovation & Technology (Doll) seeks to protect State of Illinois (State) 

information, systems and records from unauthorized access, use, disclosure, alteration, 

modification, deletion, destruction and/or removal. 

POLICY PURPOSE 

The purpose of the Mobile Device Security Policy is to describe the minimum security policy for 

remote access to State information and systems both from State-owned and User-owned 

Authorized Mobile Devices. All Authorized Devices used to access State information and 

systems must be appropriately secured to prevent unauthorized access and to prevent 

confidential data (as defined in the Data Classification Policy) from being lost or compromised, 

to reduce the risk of spreading viruses, and to mitigate other forms of abuse of the State of 

Illinois' computing and information infrastructure. 

GOAL 

The goal of Mobile Device Security Policy is to create a consistent, secure, and operationally 

effective set of parameters within which users of State-owned or User owned (and used for 

State purposes} mobile devices can utilize those available communication devices while 

simultaneously adhering to a best practice based approach to preventing unintended 

consequences, security risks and other negative outcomes that interfere with successful 

achievements of the mission of the State of Illinois. 
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SCOPE 
This Policy applies to any Authorized Mobic Device, owned either by the State or by a User, 

which is used to remotely access State information and systems. The procedures underlying this 

policy will be reviewed and updated every 365 days, and the policy will be reviewed and 

updated every three years. This policy applies to all personnel in State of Illinois agencies under 

the Executive Branch. 

DEFINITIONS 
Definitions for terms used in this policy can be found in the Do/T Terminology Glossary located 

on the DolT web page under Support/Policies. The terms and definitions listed below are 

meaningful for this policy. In the event of conflict between the definition in the Do/T 

Terminology Glossary and the definition contained in this policy, the definition below shall 

control for this Policy. 

1. User: Anyone with authorized access to State business information systems, including,

but not limited to, permanent and temporary employees or third-party personnel such

as contractors, and consultants.

2. Mobile Devices: These include, but are not limited to, any portable cartridge/disk­

based, removable storage media (e.g., compact disks, USB flash drives, external hard

drives, and other flash memory cards/drives that contain non-volatile memory), or any

mobile computing and communications device with information storage capabilities

(e.g., notebook/laptop computers, tablets, public internet access devices, personal

digital assistants, smart phones, cellular telephones, etc.).

3. Authorized Mobile Device: Any Mobile Device authorized by State management to be

used to connect to State network resources or contain State data. A Mobile Device that

is owned by the User can become an Authorized Mobile Device pursuant to this Policy,

and may be referred to as a "Bring Your Own Device" or "BYOD" option. Mobile Devices,

regardless of ownership, which are not Authorized are prohibited from connecting to

the State network, IT infrastructure or resources, and must not store, contain or

transmit State data.

4. Screen Lock: A software mechanism used to hide data on a visual display while the

computer or device continues to operate. A screen lock requires authentication before a

User can access organization resources.
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